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ABSTRACT 

 
COVID-19 is a pandemic that has put countries in a 

global crisis. In the United States, over 78 Million people 
are infected, and more than 900 thousand deaths are 
reported as of February 18, 2022. According to the 
guideline prepared by Centers for Disease Control and 
Prevention (CDC) for institutions of higher education 
(IHE), universities and schools can reduce the risk of 
COVID-19 infection by practice of social distancing, 
limiting the number of staff/students in a room as well as 
contact tracing. At California State University, Bakersfield 
(CSUB), we have implemented a Radio Frequency 
Identification (RFID) based system to track students and 
staff across the campus for contact tracing and monitoring 
the density of our facilities e.g. classrooms. This pilot 
project uses a Location Tracking System (LTS) RFID 
active tag with sensor capabilities that add the ability for 
the tags to “talk” to each other rather than communicating 
through fixed gateways and antennas. Fixed locations 
across the CSUB campus were created using gateways with 
known locations. In order to track social distancing across 
the campus, mobile RFID tags were attached to faculty and 
students’ ID cards. Tags work seamlessly with an RFID 
asset tracking software solution called “AssetWorx” that 
can dynamically count number of tags and display the 
location of tags onto a map of our campus. 
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1 INTRODCTION 
 

RFID is a wireless communication technology that 
employs electromagnetic fields to monitor anyone or any 
item affixed to a tag to create a real-time location system 
[1]. Tags can be passive or active, transmitting their 
identification and other data to nearby readers through radio 
waves. Passive RFID tags do not have a battery and are 
operated by the reader. Active RFID tags are powered by 
batteries [2]. RFID is being utilized for a variety of 
purposes, including asset management, human tracking, 
animal tracking and inventory management [3]. By utilizing 
RFID technology companies have considerably enhanced 
behind-the-scenes processes that speed up production and 
efficiency.  

 RFID technology has also made a significant 
contribution to the healthcare industry. RFID was utilized 
for preventative measures during the COVID-19 pandemic 
to keep health workers safe and prevent the transmission of 
COVID-19. Its use in the healthcare system would provide 
a real-time system that could track all people who came 

into close contact with someone who was known to test 
positive for COVID-19 [4]. For example, if a member of 
the emergency department got COVID-19, the staff 
members who were in close contact with that person would 
be contacted and moved to be tested and quarantined [2]. 

Human tracking is also possible using RFID 
technology. Because of the extended range of GPS (global 
positioning system), RFID has become more efficient and 
capable of accomplishing more than previously. When 
RFID and GPS are used together, indoor and outdoor 
tracking will be improved. Several studies have integrated 
RFID and GPS into cellphones [1]. In an indoor setting, an 
RFID reader was put in each room, and the individual 
would activate the RFID tag from their smartphone to be 
recognized, and the GPS would operate for hand-to-hand 
tracking when the user left the room to walk outdoors [1]. 
The user's UID (user ID) would be confirmed by a database 
server when he or she touches his or her RFID tag to the 
reader. When the user walked 3 meters away from the 
room, the RFID would turn off, and GPS would 
automatically track the user's location [1]. As discussed in 
[1] combination of both  RFID and GPS will improve the 
efficacy and precision of person tracking.. 

 Recently another study called MRLIHT 
introduced a localization solution for indoor person tracking 
utilizing Mobile RFID (M-RFID)  [4]. This solution 
provided RFID readers to individuals, and fixed RFID tags 
were placed in a monitoring area where M-RFID would be  
more successful and cost-effective [4]. MRLIHT employs 
finer-grained passive tags, allowing for better localization 
accuracy [4, 5, 6]. 

With several years passed after the start of the 
pandemic, universities have returned to an in-person 
setting. Thus, keeping track of how many students are 
interacting and entering and exiting the classroom is critical 
to reducing the number of COVID-19 cases. In a mid-
pandemic environment, this article proposes to employ 
RFID technology in university classrooms. 

 

2 BACKGROUND 
2.1 The significance of student and staff 
safety 

With so many people returning to school for in-person 
sessions, it is extremely important to take the essential 
precautions to avoid another COVID outbreak. Taking the 
necessary steps to keep school staff and students safe is 
critical to overcoming the pandemic. Students and faculty 
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come to university to learn and work, not risk getting sick. 
Allowing for newer techniques of tracking human activity 
on campus, such as employing RFID to aid safety 
measures, would be incredibly beneficial. As a result, 
addressing the safety of individuals on campus using RFID 
will help advance of safety measures to keep employees 
and students safe. 

2.2 Recent progress on human detection and 
tracking  

Human detection and tracking systems have improved as a 
result of the recent increase in COVID-19 cases, enhancing 
everyone's well-being. Such improvements were made in 
the hopes of combatting the risk of spread by preventing 
potential virus carriers from coming into contact with 
unsuspecting passerby. An app-based tracking system is an 
example of this. Many institutions, such as colleges, 
government entities, and hospitals, are now utilizing these 
new observation tools to combat the COVID-19 pandemic. 
These apps help spread the virus and limit the contact we 
have with one another [3]. For iPhone users, there are 
websites that have screening and tracking tools with 
preventive tools to help with the spread of COVID-19 [5, 
6]. iPhones also offer exposure notifications. Users who 
have tested positive for the virus can log this information 
into their smartphones, which will then send a notification 
of possible exposure to COVID-19 to other people who 
have been in the user’s vicinity and have this setting turned 
on. 
 There is a slew of mobile phone apps that keep 
track of social separation and contact. Aarogya Setu is a 
Bluetooth-based app that notifies users if they have 
interacted with individuals who have recently tested 
positive [6]. mContain, like this software, makes use of 
Bluetooth technology. However, it counts the number of 
daily interactions with other mContain app users by 
recognizing vicinity interactions [6]. 
 Sodar, a Google app, has also been released. To 
meet the norms of social distancing, this software 
establishes a two-meter radius around the user [6]. Using 
the phone camera, it produces a 6-foot radius, which is the 
suggested safe distance by World Health Organization 
(WHO). 

A simple solution would be to rely on human eyes 
to keep track of each individual and ensure they remain 
socially distant. However, this is also a difficult and time-
consuming process. To address this, CCTV cameras are 
now being used to keep track of who is and is not 
appropriately socially separating themselves. When an 
irregularity is discovered, the appropriate safeguards are 
taken, and security professionals are dispatched. This works 
well in both indoor and outdoor situations, such as railway 
stations, airports, shopping malls, and other indoor settings 
but it raises huge data privacy concerns [3]. 

According to the WHO, social distancing is the 
most effective way to prevent the virus from spreading. 

Though it is impossible for everyone to stay separated all of 
the times due to work and school, these tracking-based 
applications will help to mitigate the virus's spread.  

Human detection and tracking will improve with 
RFID to provide better, more accurate, and efficient social 
distancing procedures and measures without any data 
privacy issues.  

 
3 CSUB RFID SYSTEM 

3.1 System overview 

In the process of creating an smart CSUB campus, this 
project aims to gauge the potential of RFID technology in 
location tracking and contact tracing. Location tracking is 
just one of the types of information used in the development 
of the Smart CSUB, which will also be used with 
environmental data to analyze data trends in campus 
buildings. 

This project aims to ascertain the viability of using 
RFID location tracking technologies for the purpose of 
density monitoring and contact tracing. This technology 
allows RFID data coming from a strategically placed 
gateway to be uploaded to a cloud via a Wi-Fi hotspot 
connection to be used in further analysis along with data 
from other sensors. Unlike security cameras which require 
facial recognition for location tracking purposes, RFID can 
track the amount of people in a room without needing to 
address the issue of data privacy [3]. The RFID tags appear 
on the main control screen as pins on a map and do not 
need to be named. In this way, we can utilize the 
technology just for its location tracking capabilities. 

The RFID software and hardware system used in this 
project is called V-Tag manufactured by InfinID 
Technologies, Inc. [7]. The V-Tag is a RFID tag with a set 
of sensors e.g. temperature, acceleration and battery level. 
In contrast to other systems where each tag is polled by a 
central gateway, the V-Tag communicates directly with 
other V-Tag tags which can improve communications range 
and reliability [7]. 

 
3.2 V-Tag location and tracking system 

The V-Tag tags can provide estimates of their own 
location. The V-Tag location tracking system consists of 
fixed gateways and RFID tags. The gateways are not 
expected to move and are programmed with their fixed X, 
Y, and Z coordinates [8]. The RFID tags are attached to 
CSUB student/staff ID cards. The asset tags calculate their 
own position based on received signal strength of messages 
from neighboring tags. 

Notice that gateways are programmed to relay messages 
from tag to tag whereas asset tags are programmed to find 
the nearest fixed position tag to act as a relay. This allows 
the battery life of the asset tags to be substantially extended 
[8]. 

Using fixed tags with known locations, fixed locations 
within the CSUB campus were created, asset tags were then 
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attached to staff/student ID cards to track their locations. As 
shown in Figure 1, the tags work seamlessly with an RFID 
asset tracking software solution that can dynamically 
display the location of Tags (staff and students) onto a map 
of our facility. In this way we can monitor the occupancy of 
each class in real time. Note that blue pins represent 
staff/students and green pins illustrates gateways in each 
class. 

Our proposed system is an ad-hoc network which offers 
a new way for tracking and collecting data on campus in 
Realtime. The RFID tags use Received Signal Strength 
Indicator (RSSI) to transmit distance data to the gateways. 
Signal strength degrades over distance, so if multiple 
gateways are picking up a signal from a single tag, the 
gateway that receives the strongest signal will most likely 
be the gateway closest to the tag [8]. In our design, each 
classroom/lab has one fixed location gateway. In this way, 
when the system detects which gateway is closest to a 
specific tag, it knows that the tag is in the room 
corresponding to that gateway. 

 

 
Figure 1. System Overview 

 
3.3 Gateway overview 

In this project one gateway per classroom were used. 
The gateway manages all messages that are sent to and 
from the RFID  network. The device can attach to either a 
Wi-Fi network or be plugged directly into the network. 
Figure 2 shows one of the gateways used in this project. 

 
 

 
 

Figure 2. gateway 

The Gateway uses an encrypted HTTPS connection to 
keep all communications with the Gateway secure. This 
connection uses a “self signed” certificate [8].  

 
3.4 Overview of the control panel 

AssetWorx software[9] was used in this project to show 
the real-time position of each tag across CSUB campus.  

The control panel typical system setup is shown in 
Figure 3. Movement of RFID tags (student and staff) 
records are kept on a central database and may be accessed 
by any browser through the webserver. One or more Alarm 
Monitoring Service instances manage connections to the 
RFID portals/V-Tag Gateways and generate alarms if there 
are more than 15 tags per room. 

As shown in figure 3 in this project control panel  was 
configured so that all messages are passed through the Web 
Server’s API. The main advantage to this is that messages 
can be encrypted, and connections can be exposed over the 
internet. There are other ways, e.g., advanced modulation 
formats and multiplexing, to transmit wireless signals with 
higher bitrates [9, 10], but these techniques will 
significantly increase the cost. 

The control panel uses a central database to store asset 
records. A typical asset record displayed in the control 
panel client software is shown in Figure 4, including the 
date, time and location of where the asset was last seen. 

 
 

 
 
Figure 3. Control Panel (AssetWorx) Typical System Setup 
[9] 
 

 
Figure 4. Control Panel RFID tags Record 
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The software communicates with a central database and 
allows the user to: Track custom fields associated with each 
asset; generate RFID labels for student/staff and locations; 
check-in and check-out tags; keep an automatically updated 
record of tag location history; import and export asset 
records and generate reports [9]. 
 

3.5 Incorporation of environmental 
sensors 

In order to increase the safety measures across the 
campus , air quality (CO2), temperature and humidity 
sensors were used in order to monitor temperature, 
humidity and air quality of each classroom. Figure 5 shows 
visualization of data from temperature, humidity and air 
quality sensors, respectively.   

 

 
Figure 5. Data from environmental sensors 
 
Figure 6. illustrates heatmap representation of the CO2 

measurement in one of the CSUB buildings. 
 

 
Figure 6 Visual heatmap representation of the CO2 
measurement 

 
CONCLUSION 

 
In this project, RFID technology has successfully been used 
to improve safety of students and staff across CSUB 
campus. This project's outcomes would help CSUB make 
an informed decision and develop a safer campus 

environment. Future directions will include improving the 
real-time tracking accuracy. 
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