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ABSTRACT 
 

We need new tools to consider the transition 

of FOB systems from local grid operation to 

microgrid operation and back. Lastly, the scheme for 

controlling frequency of the microgrid when not 

connected to the local grid system is not well 

developed. The system must be able to integrate the 

many tools that are under development and validate 

with appropriate demonstrations that would yield 

immediate benefits. The COP vision is to monitor in 

real time the Supervisory Control and Data 

Acquisition (SCADA) systems, will update its design 

of a transformation version of VERDE (DoD 

VERDE), so that the DoD can use the ingest engine 

to gather the system status and external threat data 

and parse it into different analytics and display 

threats to the physical infrastructure in real time. This 

prototype will include behavioral models as well as 

physical models to extend the COP into cyber battle 

space. The technical objective is to give DOD/U.S. 

Army leadership a view of the cyber battle space 

within the physical layer to support decision-making 

and efficient energy management. 
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1. BACKGROUND 
In 2014, SLI provided US Army NETCOM 

foundational documentation for VERDE and COP. A 

legacy version of VERDE was installed at the Army 

Cyber Operation Integration Center (ACOIC) and 

placed into beneficial use. In addition new features 

and modifications were suggested making this system 

deployable Enterprise wide. Output layers from 

VERDE analysis and modeling components were 

integrated through the DAGGER tool to trigger the 

other tools within the Army Cyber Analytics 

Laboratory to the other Constellation tools.  

           In the new prototype, SLI re-designed and 

tested this system and provide for Enterprise –wide 

accreditation and deployment. SLI will also deploy 

SLI’s existing COP capability on the DOD’s 

operational network for a pilot demonstration. As 

necessary, SLI will provide available additional 

analytics or visualizations that will further strengthen 

DOD/U.S. Army’s ability to see, block, and 

maneuver cyber threats based on operation center 

specific requirements without sacrificing 

management of dispatched power. 

During the Smart Power Infrastructure 

Demonstration for Energy Reliability and Security 

(SPIDERS) Joint Capabilities Technology 

Demonstration (JCTD), the Department of Defense 

(DOD) has repeatedly found that legacy 

infrastructure naturally degrades over time and often 

fails to perform as originally designed. (Ref 1-3)  

This creates difficulties maintaining mission essential 

functions of the military installation.  (Ref 4-5) 

Almeria Analytics has found over the last four years 

of research that several approaches, classified as 

cognitive systems that can identify impending 

equipment failures caused by natural degradation by 

recognizing performance patterns exhibited in 

frequency and voltage deviations. (Ref 6-7) These 

studies demonstrated that these patterns are 

analyzable by new cognitive systems employing 

common operating picture situation awareness tools. 

Unlike civilian-operated microgrid systems, 

DoD infrastructure systems are mutually 

interdependent with the wider grid system during 

normal operations, but are physically self-contained 

during emergency operations.   

In these legacy systems, a model is 

developed and, actual performance is compared to 

predict performance with some diagnostics metric 

reported for significant differences between the two. 

Although this class of methods can capture 

Materials for Energy, Efficiency and Sustainability: TechConnect Briefs 2016 35



component failures caused by fatigue, thermal stress, 

corrosion, erosion and degradation, they are also 

influenced by uncertainty or variability in 

manufacturing, materials, maintenance history and 

usage history.  

The history of these systems began with 

physics-based models for generator and electrical 

equipment performance. However, developing the 

performance data was cost prohibitive and did not 

address the existing inventory of equipment. The 

acquisition cost for generators and power distribution 

equipment remained low, thus minimizing the risk to 

be avoided. The proposed solution space suggests 

employing cognitive-based energy management 

systems, referred to as the third generation EMS. 

2. COGNITIVE-BASED 

ENERGY MANAGEMENT SYSTEMS 

 

 

The third generation EMS, in addition to 

physics-based generation management (first 

generation) and transmission security management 

(second generation) incorporates wide-area 

communications, wide-area monitoring, big-data 

analysis & analytics, dynamic state analysis, 

extensive predictive simulation, and cognitive-based 

operations support.  

Grid systems depend on “event” alarms to 

guide operators.  (Ref 6) The next generation EMS 

for FOB, however, will need to control a power grid 

with features ranging from high use of intermittent 

renewables (SPIDERS Phase 1 at Joint Base Pearl-

Hickam) and gas generation to wide-ranging, multi-

modality, ever-changing cyber security threats 

(SPIDERS Phase 3 at Camp Smith).   Alarms need to 

be cognitive and perceptive (cp) in character based on 

performance patterns rather than alarm levels. These 

cp-alarms rapidly alert to mitigate emerging 

anomalies, alert to accomplish operational 

effectiveness, and/or alert to accomplish operational 

policy, not just alerting on “events”. (Ref 6) 

Operating through and maintaining critical 

functions using a degraded or deteriorating power 

grid can initially be implemented using a novel 

cognitive decision framework and system of 

technologically mature hardware and software.  One 

of the major challenges in this vision is reducing 

precursor grid behaviors to patterns archived in 

manageable databases and creating algorithms to 

search that database within seconds and couple to 

potential courses of action.    

New programs, architecture, and data 

analysis techniques are required for data streams to 

be collected, managed, and innovatively presented to 

identify failure precursors.  Distributed sensors will 

not only sense change and failures, but they can be 

queried from the “learning/adapting” EMS to confirm 

precursor events, cognitive-based supposition, or a 

potential failure, such as when an operational 

constraint is nearing non-compliance.  Informing 

operators, whether it is sensor-data- or analysis-

based, requires new collection, query, visualization, 

and validation architectures; moreover new 

architectures are needed for transferring the filtered, 

processed data to analysis and synthesis. The 

algorithms must be scalable, and fast while the EMS 

system remains stable in the presence of benign 

control actions and sensor/environmental noise.   

In the end the simulations need to be 

dynamic with accurate geospatial models for state, 

power flow, frequency, voltage, and volt-amp 

reactive (VAR).  In the near term this constraint is 

overcome using an existing suite of off- line GPU-

accelerated codes to create a preprocessed database 

for:  1) (N-k) scenarios where k is at least 2 and as 

high as 8; and 2) static, but system wide, operations 

constraints scenarios for key situational variables.  

Query times for each supposition are expected to be 

less than 0.1 second. 

The cognitive recognition capability would 

predict based on the precursor event that the 

microgrid was in onset of a failure while accounting 

for dynamic effects, contingency factors, distributed 

parameter descriptions, stochastic dimensions in 

uncertainty parameters, and complex load behaviors.  

In the near term, judicious feature combination 

selection allows high-level pattern identification, then 

using cognitive systems technology operators can be 

provided with “action decision” options. The decide 

function highlights the importance of real-time power 

grid monitoring and look-ahead forecast of future 

states.  

 

 
Figure 1.  Generic description of  

EMS concept accompanying communications  

TechConnect Briefs 2016, TechConnect.org, ISBN 978-0-9975-1171-036



IBM’s Watson for the Grid, an initiative 

within IBM’s cognitive systems group, and Oak 

Ridge National Laboratory are looking at fast 

searching approaches of libraries of contingencies 

along with the corresponding extracted signatures. 

The proposed efforts build on these successes.  

Initially this concept pre-solves a high number of N-k 

contingencies, searches against sensor signatures, and 

presents the results to operators within 2 seconds.   

The proposed control architecture is hierarchical and 

provides two-way communication between the 

SCADA system and different components of the grid 

such as utilities, transmission and distribution 

substations and generators. The control logic would 

be adaptive and would also learn about control of the 

system as actions and responses are collected on a 

continuing basis. The control loop can be closed by 

operators and/or by automated control systems. This 

human-in-the-loop control architecture solves 

system-wide transient stability, frequency stability 

and voltage stability in a few seconds and indicates 

abnormal conditions on real time.  

Finally, it is straight forward to embed this 

capability in existing commercial EMSs as a 

communications and failures module as illustrated in 

Figure 2.   
In 2014, before founding Almeria 

Analytics and while employed at Oak Ridge 

National Laboratory, the AA principal led the 

effort to establish the feasibility of the cognitive 

approach, defined the scientific issues, and 

demonstrated example solutions. (Ref 7) These 

objectives were accomplished using a system 

characterized by: 1) using the existing frequency 

recorders to establish a representative and scalable 

real-time data streams;(Ref 8)  2) invoking ORNL 

signature identification algorithms as published in 

reference  6); 3) modeling dynamically a 

representative collection of power components 

using an institutional cluster, measuring the 

scalability and computational benchmarks for a 

national capability (Ref 6); and 4) constructing a 

prototype simulation for the system’s concept of 

deployment. The resulting capability included: 1) 

data processing and simulation metrics; 2) 

Software and intellectual property built around the 

example solutions; 3) demonstrated dynamic 

models to design few second self-healing.(Ref 6) 

Distinguishing features of this COP include 

organization of the interdependencies of the 18 

critical sectors of the National Infrastructure Plan.  In 

a crisis situation, the effort that ensures all 

individuals and teams involved in operations or 

command have the same information is commonly 

referred to as a common operational picture (COP).  

A COP can be obtained through the use of multiple 

technologies and/or media synthesized on their 

common location element. It is important to equip a 

command center with as many information sources as 

possible, including live news feeds, weather data, live 

map data, remote-sensing data, tabular data, building 

plans, and charts/graphs. The end user then has the 

opportunity to "turn on" the data needed that is 

relevant to the mission to create actionable 

information. 

3. Future Work 
The phase one effort could first define and 

determine the feasibility of developing a 

methodology based on the designed concept.  This 

methodology will be demonstrated by implementing 

the concept in a test microgrid to work in harmony 

with control systems.   The scalability of the 

methodology will be assessed and demonstrated.  A 

test data set can be obtained based on real-time data 

collected and simulated data from GAEDA 

simulations. Currently in excess of 50 frequency 

recording units are porting real-time data to the 

ORNL. The targeted data set was collected in July 

2009 (Cook NPP trip). Within this data set, we 

have a unique, archived data to illustrate the 

expanded, coupled nature of smart grid control. 

This stream provided a real-time test stream where 

the data structure, speed, accuracy, latency, and 

signature potential can be assessed. After 

simulated data is obtained, an implementation will 

be configured. 

 

AA-SLI will demonstrate the prototype 

methodology and tools for predicting reliability on 

examples ranging from components thru entire 

generator systems. In addition, AA will validate that 

the methodology and tools can predict different 

failure modes for a wide range of generator fleets and 

Figure 2 Cognitive systems would sit on a top 

down control at the SCADA Management Layer. 
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power distribution equipment. Using the database 

structure developed within Phase I, we interfaced 

the data set with fast signature recognition 

algorithms to identify the failures or impending 

failures within the grid. These signatures are 

necessarily more complex as more reactive 

elements are added to the grid. We will start with 

signatures based on the shape of the frequency 

variation and the time that the failure is detected in 

multiple sensors. This failure data then can be 

aggregated into a loss of component, node, or edge 

as input data to one or more dynamic models that 

will then create a suite of forecasts. 

 

The cognitive recognition capability would 

predict at the precursor event that the power grid was 

suffering component failures while accounting for 

dynamic effects, contingency factors, distributed 

parameter descriptions, stochastic dimensions in 

uncertainty parameters, and complex load behaviors. 

The system will be controlled by a scenario generator  

to mock  signals to the simulation system and use the 

Spider storage system with aggregation at a central 

processor. (Ref 6, ) New visualization approaches to 

display options illustrating the value of a cognitive 

system will be written so the "what if" scenarios can 

be displayed.  
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